INTERNATIONAL JOURNAL OF
LEGAL STUDIES AND
SOCIAL SCIENCES [IJLSSS]

ISSN: 2584-1513 (Online)

Volume 3 | Issue 2 [2025] | Page 327 - 346

© 2025 International Journal of Legal Studies and Social Sciences

Follow this and additional works at: https://www.ijlsss.com/

In case of any queries or suggestions, kindly contact editor@ijlsss.com



https://www.ijlsss.com/
mailto:editor@ijlsss.com

THE MECHANISM OF PUBLIC OPINION
FORMATION ON SOCIAL MEDIA

-Priyanka Gautam'

ABSTRACT

This paper discusses the complex mechanisms by which public opinion is shaped and influenced
on social media websites with an eye toward their implications for business and the law. It canvases
some major sociological and communications theory—the echo chamber, the filter bubble, the
spiral of silence, and the two-step flow of communication—and critiques the way each theory
operates within the context of online communities. The role of algorithms, opinion leaders, and
group dynamics in shaping public debate is also covered in the paper. Knowing these mechanisms
helps legal practitioners and business leaders cope better with social media challenges and

opportunities to influence public opinion.
INTRODUCTION

In today's digital age, social media platforms have become critical spaces for public debate,
profoundly changing the dynamics of communication, information sharing, and opinion building.
Sites like Facebook, Twitter, Instagram, and LinkedIn have moved beyond their early days as
simple social networking sites to become powerful mediums shaping societal narratives, political
activism, and consumer habits. The ubiquity of these platforms has democratized content creation

and distribution, enabling individuals and organizations to reach vast audiences instantaneously.

The social media change is most profound with regard to the shaping of public opinion. The old
media, which were previously the dominant gatekeepers of information, have lost power as social
media enables users to shape their information environment. Algorithms personalize content in
accordance with individual tastes, tending to reiterate what one believes and potentially creating
echo chambers and filter bubbles. These tendencies can intensify polarization and hamper

exposure to cross-cutting views, threatening the quality and diversity of public debate.

' 10th Semester Student, Babasaheb Bhimrao Ambedkar University, Lucknow
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From the legal perspective, the emergence of social media raises intricate challenges. Defamation,
disinformation, and the limits of free speech are amplified in the online space. The high speed of
information diffusion without authentication can lead to reputational damage and make it difficult
to hold individuals and entities accountable. In addition, social media platforms' global reach
typically exceeds the geographical reach of the jurisdictional limitations of national law, making it

difficult to enforce and regulate.

Within the business context, social media is both a challenge and an opportunity. Firms use these
sites to market themselves, interact with customers, and build their brand. Yet they also risk being
the target of viral outrage, disinformation campaigns, and the need to steer public opinion in real-
time. The impact of social media on consumer behavior highlights the need for businesses to

comprehend and work with the processes of the formation of public opinion.

This article seeks to analyze the processes by which public opinion is constructed on social media,
the interactions between technological algorithms, user activity, and the functions of opinion
leaders. It will consider the legal ramifications and the commercial implications as well. Through
the bringing together of approaches from law and business, the research aims at presenting a better
understanding of how public opinion develops in the social media era as well as for professionals

operating amidst this complexity to gain insights.

THEORETICAL FRAMEWORKS OF PUBLIC OPINION
FORMATION ON SOCIAL MEDIA

The formation of public opinion on social media is a complex interplay of psychological,
sociological, and technological factors. Several theoretical frameworks provide insights into how
individuals process information, interact within digital communities, and are influenced by

technological algorithms and social dynamics.

ECHO CHAMBERS AND FILTER BUBBLES

Echo chambers are environments in which people are mostly subjected to opinions that reflect
their own, with reinforcement of belief and possible polatization being the outcome.” These
chambers are usually created by social interaction and the preference for being with similar-minded

people. On social media, the process is further magnified because people tend to create their

2 Sunstein, C. R., Republic.com 2.0, Princeton University Press, 2007.
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network and content feed based on what they like, and in doing so, usually unintentionally reduce

their exposure to dissimilar viewpoints.’

Filter bubbles, a concept made famous by Eli Pariser, refer to the individualized information
universes constructed by algorithms that curate content according to user behavior and interests.*
Personalization has the potential to restrict exposure to opposing perspectives and information.
For example, if a user consistently views material endorsing a specific political viewpoint,
algorithms will emphasize similar material, essentially excluding the user from dissenting opinions.

Although this may improve user experience by offering content that is appropriate, it also poses

questions about intellectual isolation and the reinforcement of pre-existing biases.”

SPIRAL OF SILENCE

The Spiral of Silence theory by Elisabeth Noelle-Neumann suggests that people might withhold
their opinions when they feel that they are in the minority, for fear of being isolated or punished.’
This can take the form of self-censorship on social media, where people avoid sharing contrarian
views so that they will not be criticized or attacked. This effect is especially noticeable within online
communities in which hegemonic narratives are in place and contrary voices might encounter
hostility or dismissal. According to the theory, as increasingly people opt for silence rather than
for expression, hegemonic opinion is seen as being more common, further discouraging minority

perspectives and resulting in the homogenization of the discussion.”

TWO-STEP AND MULTI-STEP FLOW OF
COMMUNICATION

The Two-Step Flow of Communication model proposes that media influence is filtered through
opinion leaders who initially read media content and then pass on their interpretations to a larger

audience.® In social media, influencers and thought leaders are the key drivers of public opinion

3 Jamieson, K. H., and Cappella, J. N., Echo Chamber: Rush Limbaugh and the Conservative Media
Establishment, Oxford University Press, 2008.

4 Pariser, E., The Filter Bubble: What the Internet Is Hiding from You, Penguin Press, 2011

5 Flaxman, S., Goel, S., and Rao, J. M., "Filter Bubbles, Echo Chambers, and Online News Consumption," Public
Opinion Quarterly, vol. 80, no. S1, 2016

& Noelle-Neumann, E., The Spiral of Silence: Public Opinion—Our Social Skin, University of Chicago Press,
1984.

" Gearhart, S., and Zhang, W., “Spiral of Silence and Social Media Use: Examining Interactions Between
Personality, Opinion Climates, and Facebook Use,” Mass Communication and Society, vol. 18, no. 4, 2015.

8 Katz, E., and Lazarsfeld, P. F., Personal Influence: The Part Played by People in the Flow of Mass
Communications, Free Press, 1955.
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by interpreting and passing on information to their followers. These people tend to have credibility
and authority in certain niches, which enables them to shape the attitudes and behaviors of their

audience effectively.

Expanding on this, the Multi-Step Flow theory recognizes that opinion leaders themselves are also
affected by various sources, such as other opinion leaders and media sources, making the network
of information flow more complex.” This model captures the complexity of social media
interactions where information travels through multiple channels and is reinterpreted and
recontextualized at every step. Knowing these communication streams is essential to

understanding how stories are created and spread across online communities.

GROUP POLARIZATION

Group polarization is the propensity of a group to take decisions or positions that are more
extreme than its original leaning."’ The process can take place on social media as well when people
discuss issues with homogeneous groups and end up reinforcing and making these common beliefs
stronger. Contributors to group polarization are social comparison, whereby people align their
views with perceived group norms, and informational influence, whereby exposure to compelling
arguments reinforces prevailing opinions." For instance, involvement in online forums or groups
based on particular ideologies can cause members to become increasingly radicalized over time as

they are consistently exposed to affirming content and peer recognition.

Grasping these theoretical paradigms is key to understanding the dynamics of public opinion
construction on social media. These emphasize the functions of algorithmic curation, social
influence, and group dynamics in mapping individual and collective constructs, calling for critical

thinking and media literacy in the online era."”

% Rogers, E. M., and Cartano, D. G., “Methods of Measuring Opinion Leadership,” Public Opinion Quarterly,
vol. 26, no. 3, 1962.

10 Moscovici, S., and Zavalloni, M., “The Group as a Polarizer of Attitudes,” Journal of Personality and Social
Psychology, vol. 12, no. 2, 1969

11 Myers, D. G., and Lamm, H., “The Group Polarization Phenomenon,” Psychological Bulletin, vol. 83, no. 4,
1976.

2 Pennycook, G., and Rand, D. G., “The Implied Truth Effect: Attaching Warnings to a Subset of Fake News
Stories Increases Perceived Accuracy of Stories Without Warnings,” Management Science, vol. 66, no. 11, 2020.
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MECHANISMS INFLUENCING PUBLIC OPINION ON
SOCIAL MEDIA

The formation of public opinion on social media is influenced by a complex interplay of
technological, psychological, and social mechanisms. These mechanisms shape how individuals

perceive information, interact with content, and form collective attitudes.

ALGORITHMIC CURATION AND PERSONALIZATION

social media websites have transformed how information is spread, largely by means of algorithmic
curation and personalization. These algorithms scan enormous volumes of user data—browsing
history, interactions, location, and demographics—to customize content streams that reflect
personal tastes and actions. Though personalization increases user engagement by displaying

relevant content, it also creates serious challenges.

One of the most debated phenomena resulting from algorithmic curation is the generation of
"filter bubbles." The term was coined by internet activist Eli Pariser to describe a condition of
intellectual isolation brought about by personalized searches and recommendation systems.
PAlgorithms selectively show information depending on a user's previous actions, essentially
cutting them off from content that disagrees with their perspectives. This filter bubble can restrict
users' exposure to different views and solidify current beliefs, which may further cause

polarization. Filter bubbles have a close relationship with "echo chambers,"

where people are
mostly exposed to information that resonates with their current beliefs. Dissenting views in echo
chambers are reduced or omitted, resulting in the reinforcement of current views and further

causing polarization."

The consequences of these phenomena are significant. For example, in the 2024 U.S. presidential
election, a TikTok user, Kacey Smith, who was supporting Kamala Harris, was placed within a

filter bubble that protected her from counter-political content.” This bubble created a warped

3 Eli Pariser, The Filter Bubble: What the Internet Is Hiding from You (Penguin 2011).

14 Cass R. Sunstein, Republic.com 2.0 (Princeton University Press 2007)
15 Example drawn from 2024 U.S. election case study (see: Pew Research Center, 2024 Election Media Influence
Report).
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experience that influenced a one-sided view of the dynamics of the election, which reflects the way

that algorithmic curation distorts the users' conception of more widespread societal issues.

In addition, echo chambers can lead to the dissemination of misinformation. Within such spaces,
false or inaccurate information may be amplified because it is shared over and over within a group
that shares the same views, without being subjected to corrective information. '“This amplification
has the potential to distort public opinion and affect behaviors and attitudes in a manner that

might not reflect reality.

To tackle the challenges brought about by algorithmic curation and personalization, a

multidisciplinary approach must be adopted.

Social media sites should make their algorithms more transparent to users so they know how
material is chosen and delivered. They can also ensure media literacy helps empower users to think
critically about what they come across online. '"Facilitating expetience with a broad range of
viewpoints and open exchange can help avoid the impact of filter bubbles and echo chambers to

produce a well-informed, united public dialogue.

SOCIAL PROOF AND PEER INFLUENCE

In the modern era, social media websites have increased the impact of peer influence and social
proof, considerably influencing public opinion and personal behaviors.” Social proof, a
psychological process in which people follow others' actions to demonstrate right behavior, is
highly used in social media settings. Platforms such as Facebook, Instagram, and TikTok show
statistics like likes, shares, and comments, which are measures of content popularity and credibility.
People tend to see content with more engagement as being more trustworthy or valuable and
adopt similar views or behaviors. This dependence on social proof can cause the bandwagon effect,
in which people engage in certain behaviors or opinions just because others are doing it, usually
without carefully analyzing the information. Peer influence, which is closely associated with social
proof, is the influence that friends, family members, colleagues, and acquaintances have on a
person's behavior, attitudes, and decisions.

In social media, peer influence is amplified because users are continually bombarded with the

words and deeds of their social networks. This bombardment can result in conformity, where

16 1hid.

17 Claire Wardle & Hossein Derakhshan, Information Disorder: Toward an Interdisciplinary Framework (Council
of Europe 2017).

18 Robert Cialdini, Influence: The Psychology of Persuasion (Harper Business 2006).

332



people adjust their opinions to those of their peers for acceptance or validation. For example,
teenagers will be forced to use specific fashion styles, political stances, or lifestyle settings to
conform with their online communities. The need for social validation and apprehension of social
exclusion can compel individuals to make choices which appeal to the perceived norms of their
peer groups. “The combination of social proof and peer influence can have a strong influence on
public opinion on social media sites. When people see their own group members approving a
specific belief or behavior, they will more likely support it themselves, supporting the opinion in
the group.

This dynamic can cause the amplification of some narratives, particularly those that create strong
emotional reactions or resonate with the values of the group.” As a result, social media can become
an echo chamber, where opposing views are pushed to the margins, and agreement is quickly
reached on popular notions. While social proof and peer influence can create a sense of community
and shared understanding, they also present challenges. The need for conformity can squash
individuality and critical thinking to the point that misinformation is communicated or harmful
habits are promoted.”

Additionally, the quick spread of information through social media can magnify the effects of
social proof, and users may find it challenging to identify truthful information from misnomers. It
is thus important for users to acquire media literacy, critically analyze the content they view, and

appreciate influences that mold their opinions and behaviors online.

MOTIVATED REASONING AND IDENTITY PROTECTION

Motivated reasoning is the mental process in which people's wants or preferences shape their
opinions to some extent and make choices, frequently making them see evidence in support of
their existing perspectives.”” Motivated reasoning is especially sharp where individual or group
identities are involved.” When information threatens these identities, people will take part in
motivated reasoning so that they can guard their self-concept or group membership.** For

example, political ideology is embedded within one's social identity; therefore, when confronted

19 Solomon Asch, "Opinions and Social Pressure™ (1955) Scientific American.

2 |bid.

2L Claire Wardle, supra n 16

22 Ziva Kunda, "The Case for Motivated Reasoning" (1990) Psychological Bulletin.

» Dan Kahan et al., "Motivated Numeracy and Enlightened Self-Government" (2013) Yale Law School, Public
Law Working Paper.

24 1bid.
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with information contrary to their ideology, people may reject or reinterpret the information to be
consistent with their identity. The contribution of emotions to motivated reasoning is important.
Emotional responses may enhance the defense of one's opinions, particularly when these opinions
are seen as part of one's identity.”Such emotional involvement may render individuals more
immune to altering their opinions, even with strong evidence. Research has demonstrated that
when individuals are exposed to information that compromises their identity, they are likely to use
biased reasoning to defend their self-concept. In social media, motivated reasoning is intensified.
Social media platforms tend to frame information in a manner that provokes strong emotional
reactions, which can reinforce biased reasoning.” The echo chambers found on social media also
reinforce the same beliefs by exposing users mostly to information that confirms their views. Such
an environment hinders people from experiencing and processing information that could

undermine their identity, further solidifying their beliefs.

Grasping motivated reasoning and its relation to identity protection is important in order to
address polarization and encourage more enlightened public debate. “"Through an understanding
of the emotional and identity-based forces that shape belief formation, interventions can be
constructed to foster open-mindedness and critical thinking, particularly in response to

information threatening deeply entrenched beliefs.

INFLUENCE OF OPINION LEADERS AND INFLUENCERS

Influence of Opinion Leaders and Influencers In the age of the internet, the nature of public
opinion has changed, with old gatekeepers being replaced by a new generation of influencers and
opinion leaders. These figures, riding on platforms such as social media, are now central to

establishing public opinion, consumer culture, and social norms.

OPINION LEADERS: TRADITIONAL PILLARS OF
INFLUENCE

Opinion leaders are people who are known for their knowledge, credibility, and rank in certain

fields. Traditionally, they played a significant role in shaping public opinion by offering educated

ZDrew Westen, The Political Brain (PublicAffairs 2007).
% Claire Wardle, supran 16

27 1bid.
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views on most issues.” For example, political pundits, scholars, and subject matter experts have

played an important role in influencing public knowledge and attitudes.

In the media landscape, opinion leaders can focus public attention on newly arising concerns, set
agendas on public discussions, and frame policy debates. What they have to say can inform the
substance of public discussions as well as inform the response and understanding of the public

toward particular issues.

INFLUENCERS: THE RISE OF DIGITAL PERSUADERS

With social media, there has also come a new influencer category. Such people might not be
formally expert but have acquired large followings because they are relatable, charming, and
present everywhere online.” They tend to capture audiences through websites like Instagram,

TikTok, and YouTube by offering opinions, personal experiences, and product endorsements.

The impact of digital influencers is significant. According to a Pew Research Center report,
approximately 20% of Americans consistently receive their news from digital influencers on social
media sites such as X (formerly Twitter). They talk about news, politics, and social issues, reaching

audiences that traditional media might not reach as effectively.

COMPARATIVE INFLUENCE: OPINION LEADERS VS.
INFLUENCERS

Whereas both influencers and opinion leaders drive public opinion, their approaches and effects
are not the same. Opinion leaders often influence based on expertise and trustworthiness, usually
in specialized areas. Influencers, however, use personal brand and commonality to resonate with

a larger audience.

For instance, in the 2025 Australian federal election, attempts by political leaders to use podcasts
and TikTok to mobilize voters were unsuccessful. In spite of the involvement of party leaders on

digital platforms, viewer reactions were lukewarm.” Experts cited the reasons for this lack of

28 Elihu Katz & Paul Lazarsfeld, Personal Influence (Free Press 1955
¥ Pew Research Center, "News on Social Media" (2023).

30 Australian Broadcasting Corporation (ABC), "2025 Election and Social Media" (2025).
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interest as voter fatigue and the dominance of world events, such as U.S. President Donald

Trump's policies.

CHALLENGES AND ETHICAL CONSIDERATIONS

The rise of influencers has introduced challenges in terms of credibility and accountability. Unlike
traditional opinion leaders, many influencers lack formal training in journalism or subject matter
expertise. This absence of editorial standards raises concerns about the spread of misinformation

and the ethical implications of influencer endorsements.’!

Moreover, the commercial interests of influencers, often driven by brand partnerships and
sponsorships, can blur the lines between genuine recommendations and paid promotions. This
commercialization has led to discussions about the authenticity of influencer content and its

impact on public trust.

THE STRENGTH OF RELATABILITY AND ENGAGEMENT

One of the key features of influencers is their capacity to create a sense of community and trust
among their followers.” In contrast to traditional opinion leaders, influencers tend to engage in
direct contact with their audience, answering comments, taking part in challenges, and sharing their
personal experiences. Such engagement develops a parasocial relationship, and followers feel as if

they know the influencer personally, making them more persuasive.
MISINFORMATION AND DISINFORMATION

Misinformation is information that is incorrect or false, which is transmitted without the aim of
deceiving.” People providing misinformation may have a genuine belief in the information being
true, but not necessarily with malicious intention. For example, during the COVID-19 pandemic,
numerous unverified health tips were spread far and wide, many of which were proved wrong later
on. These involved reports of untested treatments or protective measures, which were provided

by well-intentioned people.

3L Ibid.
32 |bid.
3Claire Wardle, supra n 16
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Disinformation, however, refers to knowingly false information disseminated with the aim of
deceiving or manipulating others.” This may be orchestrated by individuals, organizations, or even
governments with the goal of shaping public opinion, destabilizing societies, or attaining political
goals. For instance, prior to Romania's May 2025 presidential runoff election, there was an
outbreak of disinformation on social media such as TikTok and Telegram, where 24% of Telegram
channels in the Romanian language supported Kremlin-sponsored disinformation.” All these

aimed to influence voter perceptions and destabilize the electoral process

THE USE OF SOCIAL MEDIA TO SPREAD FALSE
INFORMATION

Social media sites are powerful conduits for disinformation and misinformation. The algorithms
that power these sites tend to favor content that evokes a high level of emotional response, and
so sensational or inaccurate information spreads quickly.”® Misinformation regarding the COVID-
19 virus, its source, and precautions spread across platforms such as Facebook and Twitter during

the pandemic, often faster than attempts to correct the misinformation.

Disinformation campaigns are also popular on social media. These campaigns can include the use
of fake accounts, bots, and coordinated efforts to spread false narratives. For example, in the run-
up to the 2024 U.S. presidential election, several disinformation campaigns targeted voters with

misinformation regarding candidates, voting processes, and election results.

IMPLICATIONS FOR PUBLIC TRUST AND DEMOCRACY

The dissemination of misinformation and disinformation presents great threats to democratic
processes and public trust. Misinformation can undermine institutional and public health trust,
with people making decisions based on false information. Disinformation, with its knowing
dishonesty, can compromise democratic institutions by affecting elections, polarizing societies, and

creating distrust among the public.

3 Ibid.
% EU DisinfoLab, "Disinformation in Romania’s 2025 Presidential Election" (2025).
% Ibid.
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STRATEGIES TO COUNTER MISINFORMATION AND
DISINFORMATION

Measures to counter misinformation and disinformation involve:

Media Literacy Education: Educating people to critically assess sources and cross-check facts

before posting.

Fact-Checking Initiatives: Agencies committed to fact-checking claims and offering accurate facts

to the public.

Platform Accountability: Holding social media platforms accountable for the contents posted on

their websites and taking steps to identify and limit the dissemination of false facts.

Public Awareness Campaigns: Educating the public regarding the presence and threats of

disinformation and misinformation, and offering measures to detect and shun them.

EMOTIONAL ENGAGEMENT AND VIRALITY

In the online era, content that emotionally resonates with audiences is more likely to go viral.
“Emotional engagement is the manner in which content provokes intense emotions—such as
happiness, surprise, or anger—that encourage people to share it with their networks.” This sharing
behavior is one of the most important aspects of virality, whereby content spreads quickly across

platforms.

THE ROLE OF EMOTIONAL TRIGGERS IN CONTENT
VIRALITY

Research suggests that content triggering high-arousal emotions—both positive (such as awe or
excitement) and negative (like anger or anxiety)—are more likely to be shared. These emotions

evoke a sense of importance or urgency, leading users to share content in order to convey their

%"Jonah Berger & Katherine L. Milkman, “What Makes Online Content Go Viral?” (2012) Journal of Marketing
Research.
38 |bid.
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feelings or alert others. In contrast, content that triggers low-arousal emotions, like sadness, is less

viral.

PSYCHOLOGICAL PROCESSES UNDERLYING SHARING
BEHAVIOR

A number of psychological reasons motivate sharing of emotionally relevant content:

Social Currency: Posting content that triggers strong emotional responses can gain a person

greater social status through their connection with popular or moving subjects.

Emotional Contagion: Intense emotions are contagious; as people feel intense emotions by

consuming content, they are very likely to pass on that emotion to others.

Identity Expression: Sharing content that aligns with one's values or beliefs allows individuals to

express their identity and connect with like-minded communities.

CRAFTING CONTENT FOR EMOTIONAL ENGAGEMENT

To create content that fosters emotional engagement:

Tell Compelling Stories: Narratives that evoke empathy or highlight personal triumphs can

resonate deeply with audiences.

Employ Visual and Auditory Elements: Pictures, videos, and music that are in harmony with

the emotional tone of the message can make it more effective.

Add Humor or Surprise: Surprising turns of events or humor can evoke positive feelings, making

them more shareable.

ETHICAL CONSIDERATIONS

Whereas emotional connection is what makes things go viral, doing so ethically is important:

Avoid Manipulation: Nothing should be manipulated using sensitive issues or emotions for the

purpose of virality.

339



Ensure Accuracy: Posting emotionally charged information without confirming its accuracy can

help in spreading misinformation.

Respect Privacy: Sharing personal stories or pictures without permission may hurt people and

destroy trust.
LEGAL IMPLICATIONS

In the digital age, the legal implications of online content have become increasingly complex,
encompassing a range of issues from intellectual property rights to data privacy and platform
liability. As technology evolves, so too does the legal landscape, requiring individuals,

organizations, and governments to navigate new challenges and responsibilities.
1. INTELLECTUAL PROPERTY RIGHTS (IPR)

The emergence of online platforms and user-generated content has increased concerns for
intellectual property rights. Infringement cases can arise when copyrighted content—is used
without authorization, such as images, music, or videos. Intellectual Property Rights (IPR) refer to
legal protections accorded to creators and inventors over original works, inventions, and symbols.
Intellectual property rights allow people and organizations to manage the utilization of their
inventions, promoting creativity and innovation through the assurance that creators can benefit

from their creation.”
TYPES OF INTELLECTUAL PROPERTY RIGHTS

1. Patents: Patents grant exclusive rights to inventors for new, useful, and non-obvious inventions,
usually for 20 years.”” They protect products, processes, or improvements and mandate public
disclosure of the invention. For instance, a patent may safeguard a new drug or a novel

manufacturing process.

2. Copyrights: Copyrights safeguard original works of authorship, including literature, music,

movies, and software."' They bar unauthotized reproduction or dissemination and typically run for

39 WIPO, Understanding Copyright and Related Rights, World Intellectual Property Organization, 2022.
40 Indian Patent Act, 1970, § 53
41 The Copyright Act, 1957 (India), § 13
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the lifetime of the author plus 50 to 70 years, depending on the country. For example, a novelist

owns the copyright on his book, deciding its publication and adaptation.

3. Trademarks: Trademarks protect symbols, names, sentences, or shapes that differentiate
products or services.” They enable the identification of goods' sources and can last a lifetime if
kept in use and well-maintained. The Nike "swoosh" logo, which identifies products made by the

brand, is one such example.

4. Trade Secrets: Trade secrets refer to confidential business information that offers a competitive
advantage, including formulas, practices, or processes. “Protection exists as long as the

information is not revealed.
2. DATA PRIVACY AND PROTECTION

Internet platforms tend to gather enormous amounts of personal information, which raises serious
privacy issues. Laws such as the General Data Protection Regulation (GDPR) in the EU and the
Digital Personal Data Protection Act, 2023 (DPDP Act) in India require rigorous data handling
procedures*. Failure to comply can lead to heavy penalties and legal proceedings. The employment
of Al technologies that handle biometric information, including facial recognition, adds another

layer of complexity to privacy matters.”
3. PLATFORM LIABILITY AND CONTENT MODERATION

Social media platforms struggle with how much responsibility they have for user-generated
content. Section 230 of the Communications Decency Act in the U.S. gives immunity to platforms
from liability for user posts.*” But recent court challenges challenge this immunity, particularly
when platforms' algorithms actively promote harmful content. In India, intermediary liability is
discussed in the Information Technology Act, 2000, and the amendments made after that,* while
recent debate concerns the proposed Digital India Act aimed at replacing the I'T Act with a view

to eliminating safe harbor protections for platforms. **

42 The Trade Marks Act, 1999 (India), § 2(1)(zb).

43 WIPO, Trade Secrets: A Practical Guide, 2020

44 Regulation (EU) 2016/679, General Data Protection Regulation (GDPR); Digital Personal Data Protection Act,
2023 (India)

%5 Internet Freedom Foundation, Facial Recognition in India: A Threat to Privacy, 2023

46 47 U.S.C. § 230 (Communications Decency Act).

47 Information Technology Act, 2000 (India), 88 79-81

“8 Press Information Bureau, “Digital India Act to Replace IT Act,” Ministry of Electronics & IT, 2023
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4. GLOBAL LEGISLATION AND REGULATORY COMPLIANCE

Governments across the globe are passing legislation to control online content and protect users.
The UK's Online Safety Act 2023 places obligations on platforms to respond to illegal and harmful
material,” and major penalties for non-adherence. In India, the government has launched multiple
regulations, most notably the Information Technology (Intermediary Guidelines and Digital Media
Ethics Code) Rules, 2021, which prescribe due diligence obligations for intermediaries and digital
media outlets.”’ These laws seek to strike a balance between freedom of expression and the

necessity to curb the dissemination of harmful content.
5. ETHICAL CONSIDERATIONS AND BEST PRACTICES

In addition to legal requirements, ethical principles are crucial in content creation and sharing.
Transparency, respect for user consent, and prevention of the dissemination of misinformation
are key practices. Freedom of expression must be weighed against the duty to avoid harm by

platforms and content creators. >’

BUSINESS CHALLENGES

The new digital environment poses a multitude of legal issues that have a wide-ranging impact on
business operations. Businesses have to deal with sophisticated regulations concerning data
privacy, platform liability, and intellectual property rights, all of which have immense financial,

operational, and reputational consequences.
1. DATA PRIVACY AND COMPLIANCE COSTS

International data protection regulations, like the EU's General Data Protection Regulation
(GDPR) and the Indian Digital Personal Data Protection Act, 2023, enforce stringent protocols
for companies to collect, store, and process personal information.” Failure to comply can result

in significant fines and legal proceedings. For example, TikTok was fined €530 million by Ireland's

49 Online Safety Act, 2023 (UK), Chapter 12.

%0 Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021, Rule 3.

51 Centre for Internet and Society, Ethics in Digital Media, 2021

52 Regulation (EU) 2016/679, General Data Protection Regulation (GDPR); Digital Personal Data Protection Act,
2023 (India).
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Data Protection Commission for illegally transferring European users' data to China and not

providing sufficient data protection after transfer.

In addition to monetary fines, companies can be subjected to additional operational expenses for
compliance efforts, including hiring data protection officers, regular audits, and investment in
secure data architecture. These practices are not just necessary for complying with the law but

also to ensure customer trust and prevent reputation loss.
2. PLATFORM LIABILITY AND CONTENT MODERATION

The issue of platform liability—how much responsibility online platforms have for user-generated
content—has important business consequences. In the United States, Section 230 of the
Communications Decency Act grants immunity to platforms from responsibility for user posts.™
Recent legal cases challenge this protection, particularly where platforms actively encourage

dangerous content.”

In the UK, the Online Safety Act 2023 places obligations on platforms to remove illegal and
harmful content, with severe penalties for failure to comply. **Wikipedia has objected to this act
on the grounds that its provisions could destroy the open-editing model of the platform and

volunteer privacy.

These developments in regulation require companies to invest in effective content moderation

systems and legal frameworks to reduce potential liabilities.>’
3. INTELLECTUAL PROPERTY AND AI-GENERATED CONTENT

The rise of Al-generated content introduces complexities in intellectual property rights. Businesses
leveraging Al tools must ensure that their use does not infringe on existing copyrights or

trademarks.” For example, the Al Barbie trend, where users generate Barbie-themed avatars using

3 Ernst & Young, Global Data Privacy and Compliance Study, 2022.

%47 U.S.C. § 230 (Communications Decency Act).

%5 Supreme Court of the United States, Gonzalez v. Google LLC, 598 U.S. __ (2023).

% Online Safety Act, 2023 (UK), Chapter 12.

57 Online Safety Act, 2023 (UK), Chapter 12.

8 WIPOQ, Artificial Intelligence and Intellectual Property, World Intellectual Property Organization, 2022.
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Al tools, raises concerns about potential copyright or trademark infringement against Mattel, the

owner of Barbie's intellectual property. >’

In India, a committee has been set up to consider changes in copyright legislation following issues
regarding the use of Al platforms such as OpenAl, especially relating to using copyrighted content
without permission to train Al models.”” Companies need to remain up to date with such legislative
changes in order to find their way through the changing terrain of Al and intellectual property

rights.
4. REPUTATIONAL RISKS AND CONSUMER TRUST

Legal non-compliance can badly harm a business's reputation, causing loss of consumer
confidence and possible revenue decrease.”’ In the age of informed consumers who know their
data rights, companies have to focus on transparency and ethics.”” Not doing so not only attracts
legal attention but also the risk of driving away customers, which can produce long-term negative

impacts on brand loyalty and market share.”’
5. STRATEGIC BUSINESS CONSIDERATIONS

Steering through the legal challenges of the digital age demands companies' proactive approaches.
This involves investing in legal skills, keeping an ear to the ground regarding regulatory shifts, and
creating holistic compliance programs.** By this approach, firms can manage risks, safeguard their

assets, and have a competitive advantage within a rapidly regulated digital arena.®

CONCLUSION

In the age of digital information, processes like algorithmic curation, social proof, motivated
reasoning, influencer effects, misinformation, emotional appeals, and legal controls have
significant impacts on public discourse. These processes all contribute to the ways in which

information is shared, perceived, and acted upon by the public.

% Forbes, “Al Barbie Trend Sparks Legal Debate on IP Rights,” 2023.

80 Ministry of Commerce and Industry, Government of India, Press Release on Al and Copyright Reform
Committee, 2024.

61 Harvard Business Review, “The Cost of Data Breaches on Reputation,” 2023.

%2 Internet Freedom Foundation, Data Rights and Consumer Trust in India, 2022.

8 pwC, Consumer Intelligence Series: Trusted Tech Companies, 2021

8 KPMG, Building Legal Compliance in the Digital Economy, 2022.

% NASSCOM, India's Regulatory Readiness for Emerging Technologies, 2023
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Algorithmic curation and personalization fine-tune information to user needs, tending to create
echo chambers that perpetuate like-minded beliefs. Social proof and peer pressure reinforce
popular views at the expense of minority positions on occasion. Motivated reasoning causes people
to believe information consistent with their preconceptions, discouraging open-minded dialogue.
Opinion leaders and influencers may greatly influence public opinion for good or ill. The quick
dissemination of disinformation and misinformation undermines the validity of public debate, and
sensational content goes viral, possibly overshadowing actual information. Legal considerations,
such as intellectual property rights and platform policies, complicate the online communication

environment.

Knowledge of these mechanisms is important to develop a more educated and balanced public
debate. Through the promotion of digital literacy, stimulating critical thinking, and enforcing good
regulations, society can reduce the negative impacts of these mechanisms and improve the quality

of public discussions in the digital sphere.
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